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Abstract— Mobile Security emphasizes on data overcollection which amounts to data being collected by any application or by any process, other than 
the required functionalities which comes under permission of the users. It seems to be unavoidable since the devices leak privacy data with user’s 
permission but without their knowledge. Such applications run as a service in background process without the user’s knowledge. Every device has the 
user’s privacy data such as their personal information and certain sensitive information like the bank account details and so on. This data over-collection 
becomes an important severe potential hazard for privacy in devices. This privacy issue is mainly focused in the all smart devices which uses smart 
operating systems like Android, IOS, Windows phone Operating System etc. Such problems are to be treated as malwares. But unfortunately, the data 
over-collection is complex to solve unlike the malware because of its undue legitimacy with user’s permission. This highly necessitates displaying to the 
user what data has been collected by the apps thereby allowing the user to impose control on permission to the apps with relevance to privileges found in 
the user’s device. The data collection issues in Mobile environment has been resolved with the data overcollection prevention algorithm using mobile-
cloud framework proposed. By using mobile-cloud framework, the users can store the information in the cloud environment where a huge number of 
users are involved. Mobile-Cloud framework is created by using Android Studio for developing an application which runs in android platform, collects 
the information from the apps installed in the device and verify the authentication. The cloud environment can be created by using any open source tools. 
The results are calculated by the performance of the framework. 

Index Terms—Cloud, Data overcollection, Mobile Security 

——————————      —————————— 

1 INTRODUCTION                                                                     
Smartphones are widely used electronic devices now-a-days, 
because of its portability. The usage of mobile users is enorm-
ously high due to its portability, usage and handy. The users 
store all their information which includes the personal and the 
privacy. Hence security is seeming to be a threatening factor. 
There are various ways which abuse the user’s security. Using 
smartphones, the user can access to the Internet via every-
where Wi-Fi, take online courses, pay their bill online, sign a 
contract online, and receive medical treatment by tele-health. 
The smartphone not only stores user’s data, but also generates 
data. These data may consist of user’s accounting numbers 
and passwords, emails and house addresses, photos, and other 
kinds of sensitive information. As a result, the security and 
privacy of smartphone data becomes an important issue to 
achieve the blueprint of smart city. With the development of 
electronics technology, all kinds of smart phones flood into the 
market, and smart phones are increasing usurping on peoples’ 
life with go-anywhere apps offering a wide array of enter-
prise, social, financial, and recreational services. The stream-
line of marketing, installation, and update creates low barriers 
for developers to bring apps to market, and even lower the 
barriers for users to obtain and use them. Besides the populari-

ty and functionality, however, apps bring us enormous securi-
ty problems.  

The security breaches include the both web-based 
threats and application threats. The web-based threats include 
the phishing, web browser exploits, add-on such as formatting 
issues, scripting issues, security by-passes and protocol han-
dling and downloading executable files. The application-based 
threats include all the offline threats such as software tamper-
ing, authentication, authorization, configuration management, 
sensitive information, session management, and cryptography 
[1]. These threats mainly focus on retrieving the information of 
the users from their devices. Collecting the information or da-
ta from the user device is known as the Data collection. 

The Data collection includes all types of information 
gathered by the device. Since the smartphones not only stores 
the data, but it processes and produces the result. The Data 
collection contains all the information such as temporary in-
formation and the privacy information. The Temporary infor-
mation is used by any application which is offline or online, 
can be used for storing the information of the user frequently 
accessed. The privacy information includes all the data col-
lected to identify the user and their activity. There is no 100% 
of blocking the leakage of the information in the smart devic-
es. So, the user must be aware of the privacy information col-
lected by the user. 

The purpose of this paper to identify the current state 
of data over-collection and identify some most frequent data 
over collected cases. This mobile-cloud framework is an active 
approach to control the data over-collection. By putting all 
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user’s data either in the cloud or on their device. The user’s 
data can be greatly improved if the data is stored in the cloud, 
since the device’s processing speed and memory are low. So, 
the information can be stored in the cloud for best perfor-
mance [2]. 

The data overcollection can be avoided by verifying the ap-
plication’s what, how and which, data has been processed or 
requested by that application and whether the application is 
allowed to use/get/process that data from the user if the user 
permits to access. A service has been created to run back-
ground along the operating system so that whenever any ap-
plication request to process or access a data, this service has 
been triggered and performs the required action. 

2 RELATED WORK 
In this section, how the current solutions solve the data over-
collection is discussed. The defense against the security ha-
zards have two approaches, such as active and passive me-
thods. The Passive method uses relevant to monitoring and 
detecting and the Active method uses relevantly to prophylax-
is. In data overcollection trajectory solutions always uses the 
passive measures. 

 
 
 
 
 
 
 
 
 
 
 

These approaches or tools adds the consumption of 
energy, which is particularly valuable in smartphones with 
limited resources. 

 
 
 
 
 
 

 

2.2 Final Stage 
 
The coarse-grained permission authorization may weaken the 
effects of this kind of approaches. After all, passive approaches 
cannot be competent for protect users’ data. 
 
 
 
 
 
 
 
 

 
 
 
The mobile cloud computing technologies focus on augment-
ing the execution of mobile applications on smartphones using 
cloud resources, while in our framework, not only the execu-
tion but also the native data are in a cloud. 

3 SYSTEM IMPLEMENTATION 
3.1 System Architecture 
The proposed architecture is based on the following main 
components: Smart phone, Cloud service or storage devices. 
The architecture is illustrated in Figure 1 
 
 
 
 
 
 
 

 
 
 

Figure 1 System architecture 

It is impossible to enforce app developers not to share 
user’s data with advertisement networks and other third party 
organizations, and it is unreasonable to expect that all smart-
phone users can understand permissions clearly and protect 
their privacy information carefully. In fact, the security prob-
lem is identified and to solve it, this have to change patterns of 
thought, not to deal with aftermath but to eradicate it. This 
present a mobile-cloud framework, which is shown in Figure 
3.1. In this framework, all user’s data is stored in the cloud 
storage, and smartphones only deal with some basic opera-
tions of apps, such as managing the apps and showing the 
result of them. Smartphone users can be totally free of manag-
ing their data and have larger volume to install more apps by 
putting all data into the cloud and let the cloud service to 
manage data and security. Although the security of a cloud 
service is not perfect now-a-days, cloud service providers are 
much more professional than app developers and users. Using 
cloud service, the operation of encryption and decryption of 
data can be finished in Cloud, and apps work as Data Re-
quester requesting data from Cloud. This process can be im-
plemented based on KP-ABE (Key Policy Attribute Based En-
cryption) [9] framework or its improvements such as PP-CP-
ABE (Privacy Preserving Cipher Policy Attribute Based En-
cryption) [10]. Besides smartphones, this framework also sup-
port for other smart devices. By putting all data into remote 
cloud storage, it is not necessary for local device to have a 
hard drive which costs much space. 
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3.2 Data Flow Diagram 

 

 

 

 

 

 

 

 

 

Figure 2 Working of An App 

Figure 2 shows the step by step procedure of an app request-
ing the storage device from the smart phone using data over-
collection prevention algorithm and finally evaluates permis-
sions based on the algorithm. This algorithm is found to be 
better when compared to the other techniques. 

3.3 Description of Process 

Splitting the process reduces the complexity of the work. This 
paper is carried out in three different process as follows: 

Storing the Data: Each app stores the data from the smart de-
vice into the cloud storage. 

App access the data from the cloud: The app request the data 
from the storage device to the device. 

Authorizing the app: The security risk of the data and the 
security risk of the app. Then judging that whether the autho-
rization to the app will outstrip the default security risk. If it 
outstrips the security risk, authorization fails. If it doesn’t out-
strip the security risk, authorization passes. 

3.3.1 Storing the Data in Storage Device: 

This process describes the app, authorize to access the hard-
ware of the user device. Since some app wants to use user’s 
data sends its request to the storage device. The storage device 
access control service provides fine-grained permission autho-
rizations for every app and is in charge of authorizing differ-
ent permissions for various operations of apps. The user’s data 
are stored in the storage device which can provide various 
levels of storage solutions for sensitive or normal data using 
encryption and decryption service, user’s encrypted data can 
be decrypted and sent back to that app. 

Input: appID, userID, data.  

Output: Successful or unsuccessful message to the user device 

 

3.3.2 App Uses the Data from The Cloud: 
The app sends request of accessing User’s specific data to 
Cloud. To authorize various apps with different fine-grained 
permissions, the Access Control Service has detailed lists 
about every operation of every app has what kind of permis-
sions to user’s data. When receiving a request, from some app 
for permission, it check these lists to find what specific per-
missions are authorized to this app, and return the result of 
yes or no.  

Input: appID, userID, preview information of requesting data 
PD.  

Output: concrete content of requesting data D. 

3.3.3 Authorizing the App: 
The security level of an encryption algorithm is based on its 
execution time. This approximatively equals the execution 
time of an encryption algorithm as its complexity. Further-
more, there is roughly a linear relation between consumption 
and encryption complexity.  

To totally release the operation burden of users, this 
module has design to authorizing the permissions to apps. 
Users only need to set a default security level, similar to the 
security level of a browser. This security level can be expressed 
as “extreme high”, “high”, “normal”, “low”, and “extreme 
low”. In our algorithm, we calculate the security risk of the 
data and the security risk of the app. Then judging that 
whether the authorization to this app will outstrip the default 
security risk. If it outstrips the security risk, authorization 
fails. If it doesn’t outstrip the security risk, authorization 
passes.  
Input: appID, userID, size of requesting data n and the type of 
the data t, default security risk DSR.  
Output: The permission to access. 

4. RESULT AND DISCUSSION 
To simulate the data overcollection behaviors, four real smart-
phones and one simulative cloud is used to build a simple 
mobile-cloud environment. The approach is evaluated for fea-
sibility and the performance is evaluated through extensive 
experiments. 
4.1 Data Over-Collection Avoidance 

We emphasize on two scenarios to avoid data overcollec-
tion simulated in mobile-cloud framework environment. Fi-
nally, to simulate the prototype of Mobile-Cloud framework, a 
computer cloud and four smartphones used. 
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Figure 3 Security Risk 
Figure 3 shows how the Service Risk is handled be-

tween the four devices and Mobile Cloud (MC) environment. 
These results are based on the usage of the physical properties 
and the security measures. 

 
 
 
 
 
 
 
 
 
 

Table 1. Details of the Smart Phone’s usage. 

 
 
 
 
 
 

Table 2. Security level of the app uses the details from the smart 
devices. 

The security risks of a smartphone is the sum of security risks of 
every apps installed in the smart phone. We evaluate four 
smartphones with five and four experimental apps separately in 
two environments, and the result is shown in Figure 3. The security 
risks of these four smartphones, installed five apps, are 41.5, 38.05, 
38.91, and 41.51 in original environment, while in mobile-cloud 
framework environment the security risk is less than 25.95. 
Meanwhile, the security risks of these four smartphones, installed 
four apps, are 34.58, 31.58, 35.46, and 33.73, while the security risk is 
less than 20.76 in mobile-cloud framework environment. The 
security of these four smartphones, installed three apps, are 24.21, 
21.62, 19.89, and 25.08, while the security risk is less than 14.69 in 
mobile-cloud framework environment. It is obvious that the 
security risks of smartphones in mobile-cloud framework are much 
lower than in original environment. 

5 CONCLUSION AND FUTURE ENHANCEMENT 
The granularity is the unit piece of data, which directly deter-
mines the effect of this approach. The original approach has 
the biggest granularity which ultimately leads to the data 
overcollection behaviors.  In a contrast, finer granularity in-
trinsically supported by our approach ensures to protect data. 
Second, we set the default security level as the “normal”. As-
suming that an app sends a request to access to a piece of data 
with a particular level of security, the system can authorize 
this app to access data with a security level conforming to its 
privilege. Due to lack of consensus about what kind of data 
are highly sensitive, we assign security levels to different 
kinds of smartphone data based on the security level of data.  

In future, the Mobile-Cloud framework should attempt to ana-
lyze the flow of the data in the app together effectively identi-
fying the sensitive data of the user. 
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